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Touchless Transformer Monitoring 
with Energy 4.0 Technology

This article outlines the challenges that 
utilities are facing to reduce operating costs 
and how the latest Industrial IoT technology 
with sensors to monitor transformers and 
assets in the substation can help to reduce 
those costs.

Some utilities are hesitant to adopt IoT 
due to security concerns but others see the 
benefits and are embracing the technology.

The article will cover the technologies 
available and the inevitable shift to their 
adoption as well as why the technology is 
secure and economical.

by Richard Harada
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Some utilities are hesitant to 
adopt IoT due to security concerns 
but others see the benefits and are 
embracing the technology.

Richard Harada has more than 20 years of 
experience in industrial networking commu-
nications and applications. Prior to joining 
Systems with Intelligence, Richard worked 
at RuggedCom and Siemens Canada, where 
he focused on industrial communications 
in the electric power market. Richard is an 
electronic engineering technologist and has 
a Bachelor of Science degree in computer 
science from York University in Toronto.

Introduction

The Internet of Things is reaching 
into many industrial areas including 
the electric power segment.  Some 
utilities are already deploying the 
same emerging technologies that 
are driving the fourth industrial 
revolution in the manufacturing 
sector. The Industrial Internet of 
Things, (IIoT), machine learning, 
and cloud computing together are 
among the new technologies being 
called Industry 4.0 and they are 
already being used by a few electric 
companies around the globe for 
asset monitoring [1], smart metering 
[2] [3], predictive maintenance [4] 
and the operations of distributed 
energy resources, (DER) [5]. Some 
industry experts have started calling 
this trend Energy 4.0, to highlight 

the magnitude of the transformation 
they expect it will bring to the 
electric power industry. However, 
given the traditional slow rate of 
adoption of new technologies as 
well as the high reliability standards 
in this sector, it is not unreasonable 
to doubt the massive adoption of 
these technologies to the point of 
calling it a revolution. On the other 
hand, the electric energy market 
in developed countries is at the 
verge of experiencing dramatic 
changes that will affect the capacity 
of utilities to be self sustainable. 
The emerging technologies that 
are making possible Industry 4.0 in 
the manufacturing market, can be 
a lifesaver for electric companies, 
helping them adapt to what may be 
soon the new normal in the electric 
energy market.

81Transformer Technology September 2020

Issue 7



 $0.00

 $50.00

 $100.00

 $150.00

 $200.00

 $250.00

 $300.00

 $350.00

 $400.00

 $450.00

1970 1980 1990 1995 2000 2005 2010 2011 2012 2013 2014 2015 2016 2017

Figure 1. Revenue of the electric 
power industry in the United States 
from 1970 to 2017
(in billion U.S. dollars) [8]

The Industrial Internet of Things, machine learning, 
and cloud computing together are among the new 
technologies being called Industry 4.0 and they are already 
being used by electric companies for asset monitoring, 
smart metering, predictive maintenance and operations of 
distributed energy resources.

Some industry experts have started calling this trend 
Energy 4.0.

Maximizing Profits while
the Market Slows Down

The continuous demand for 
electricity that fueled the growth 
of the electric industry during the 
20th century seems to be coming 
to an end. Despite the increase in 
population and the fact that we are 
living in a time when most activities 
depend 100% on electricity, its 
demand in developed countries 
is plateauing [6], mostly due to 
more energy efficient appliances 
and buildings, as well as the off-
shoring of power-intense industries 
[7]. Electric companies have felt 
the impact of this decline in their 
revenues, which have not increased 
for the past 10 years, as shown in 
Figure 1 [8].

Businesses that are high electricity 
consumers are also leveraging 
Industry 4.0 technologies to 
minimize their energy costs. 
Energy management systems 
based on Artificial Intelligence (AI) 
analyze the electricity market, the 
global electricity consumption 
and the business’ energy needs 
to automatically decide when it 
is a good time to buy electricity 
from the distribution company, and 
when it is better to get it from an 
alternative source of energy, like 
storage devices or solar panels. 
In jurisdictions where the annual 
cost of electricity for businesses is 
based on their contribution to the 
major global peaks of consumption 
during the year, AI systems can 
provide up to 30% reduction in 

energy costs [9]. As the use of these 
solutions becomes more popular, 
the global consumption of electricity 
among businesses during a year 
will eventually flatten out, reducing 
even more the revenue of utilities 
and leaving them with under utilized 
assets.

With decreasing consumption, 
and since it is not easy to increase 
electricity rates in regulated 
markets, electric companies are 
left with only one option in the 
short and medium term to maintain 
their current profits: reduce their 
operations and capital expenses. 
Something very difficult to achieve 
in the coming years given the 
reliability demands from customers 
and regulatory bodies, and the 
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Figure 2. Using Industry 4.0 technologies to enable predictive maintenance in 
the electric industry.

There are two main differences between the existing 
sensing and actuating devices in the power grid and IIoT 
devices proposed in Industry 4.0.

First, the smaller size as well as lower power requirements 
and price of IIoT devices, and second, the use of the Internet 
for communication instead of private networks to bring the 
data from the sensors.

fact that many assets in the grid 
are reaching their end of life and 
will soon need to be replaced. 
Many utilities have implemented 
preventive maintenance 
plans, based on manufacturer 
recommendations of each 
equipment, in an effort to maximize 
the lifetime of their assets, reducing 
this way their capital expenses and 
the losses from asset downtime; 
however the labour costs involved 
in these plans can easily offset the 
savings in capital. It is here that the 
emerging technologies of Industry 
4.0 can provide a solution.

Electric companies can use IIoT 
sensors to gather behavioural 
information about their assets that 
can then be analyzed together with 

the data from the rest of the power 
network using machine learning 
algorithms and big data techniques, 
to predict issues and help operations 
managers decide the right time to 
maintain or replace an asset. The 
approach of predicting the time when 
equipment will need maintenance not 
only maximizes its lifetime, but also 
reduces the amount of truck rolls, 
personnel deployed in the field and 
material stock, which all translates 
into savings for the utility, Figure 2.

It is important to note that the use of 
sensing devices to monitor assets is 
not a novelty for electric companies. 
They have been using sensors in 
their operations for decades already. 
These sensors are used to monitor 
load, voltage, phase, temperature and 

oil viscosity among other parameters, 
and provide SCADA operators an early 
warning of the malfunction of specific 
equipment. There are however two 
main differences between the existing 
sensing and actuating devices in the 
power grid and IIoT devices proposed 
in Industry 4.0: First, the smaller size 
as well as lower power requirements 
and price of IIoT devices, compared 
to incumbent technologies, make 
them much easier to deploy in larger 
quantities in any equipment or at 
any point in the network. Given that 
most legacy equipment does not 
have embedded sensing devices, 
IIoT sensors are the best solution to 
acquire the data needed for predictive 
maintenance plans for older assets, 
as well as areas in the network that 
were not previously monitored. 
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Utilities will have to rely on better technological tools 
than the ones currently in use to adapt their operations to 
the new power grid. IIoT technology would be the perfect 
solution to monitor the entire grid at almost an atomic 
level while minimizing costs and deployment time.

The second main difference is the 
use of the Internet for communication 
instead of private networks to bring 
the data from the sensors.  This 
characteristic is crucial to deploy 
these devices in a fast and cost-
effective way all over the power grid. 
It is estimated that in order to manage 
the number of sensors and amount 
of data needed for an application like 
this one, the investment required to 
upgrade an existing communication 
network will be at least 60% its initial 
cost [10]. By relying on Internet 
Service Providers, (ISP), to manage 
the communications, utilities are 
diverging the enormous cost involved 
in building up, upgrading and 
maintaining a private communication 
network, to a third-party company 
whose core competency is 
communications, and therefore can 
provide a better service at a lower 
price.

Emerging technologies like IIoT and 
machine learning are thus the best 
options electric companies have 
when they migrate to predictive 
maintenance plans. No legacy 
technology can match what these 
technologies can offer today at the 
same cost, reliability and time of 
implementation.

Dealing with The 
Democratization of Energy

The electric energy market, that 
has been an oligopoly for the past 
hundred years, might soon resemble 
a perfect competition with multiple 
buyers and sellers, exponentially 
increasing the complexity of 
operating and maintaining the grid 
to levels beyond the capabilities of 
the current monitoring and control 
systems. This shift in the market 

means that utilities will have to look 
for faster and more efficient ways to 
operate their power networks.

Physical constraints for electricity 
transmission as well as the high 
amount of capital required for 
infrastructure and operations, 
limited the number of sellers in 
the market since the beginning 
of the electric industry. However, 
technological developments in 
recent years have resulted in 
cost reductions and increase in 
efficiency in the technologies 
involved in the use of, Distributed 
Energy Resources, (DER), favouring 
the adoption not only in utility 
and industrial sites, but also 
in commercial and residential 
buildings. Many of these buildings 
and houses can now generate and 
store electricity and can decide 
when to consume the electricity 
they generate and when to consume 
electricity from the power grid. 
Sometimes they will generate more 
electricity than they can consume, 
which means they have the potential 
to become sellers of electricity. 
Although the current regulatory 
environment in most countries will 
not allow individuals to become 
sellers of electricity at their will, at 
least not using the power grid, the 
political support for an open market 
of electricity is gaining momentum 
as it is seen as the only way to 
achieve the commitments made 
regarding climate change [11].

A democratization of energy will 
create enormous challenges 
for electrical companies, as 
the distribution grid was never 
conceived or designed to convey 
power in two directions, as it is 
required for the incorporation 

of DER into the grid. Therefore, 
overvoltage problems and power 
quality issues will be introduced to 
the grid when the use of DER starts 
scaling. The growing popularity 
of electric vehicles, (EV), adds 
another level of complexity to the 
topology of a future electric grid 
with multiple sellers of electricity. 
EV can use their batteries to buy 
or sell electricity from the grid 
or a building, depending on their 
energy needs and the electricity 
rates, and behave as a mobile DER, 
transforming the topology of the 
grid from a static to a dynamic one 
[12]. Electric companies will then 
have to monitor and control voltage 
and power flow at every potential 
point of connection with DER’s 
to eliminate their impact to the 
reliability of the grid, creating a wave 
of petabytes of data that must be 
stored and processed.

Utilities will have to rely on better 
technological tools than the ones 
currently in use to adapt their 
operations to the new power grid.  The 
capital and maintenance cost involved 
in deploying sensors all over the 
grid and building a communication 
infrastructure to support them can 
be extremely high, so it is a dead-
end road for many companies. As 
previously mentioned, IIoT technology 
would be the perfect solution to 
monitor the entire grid at almost 
an atomic level while minimizing 
costs and deployment time. IIoT 
sensors and actuators, designed to 
consume very low power and using 
the Internet for communication, can 
be deployed very fast, most of the 
time without causing any disruption 
to the grid, and without having to build 
a communication infrastructure to 
support them.
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